Parents:
Online Safety Education.
What works and what
doesn’t?

Introduction
Children and young people are spending an increasing amount of time online for learning,
entertainment and social connections. The Catholic Schools Office Lismore has written this
eBook to support parents in ensuring their children’s safety and wellbeing when online.
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“The Internet is a gift of God, but it is also a great
responsibility. Communication technology, its
places, its instruments have brought with it a
lengthening of horizons, a widening, for so many
people. It can offer immense possibilities for
encounter and solidarity.
May the digital network not be a place of alienation.
May it be a concrete place, a place rich in humanity.
Let us pray together that social networks may work
towards that inclusiveness which respects others for
their differences”

(Pope Francis, 2018)
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1. Create a Family Device Agreement
To support your children at home we recommend that
families create a home device agreement.
An online family device agreement is a great way to
start a conversation so that everyone in your family
stays safe and responsible online.
A family agreement can help you to:
• Start and maintain conversations about online
safety.
• Set clear and realistic expectations and boundaries.
It is about everyone’s behaviour.
• Teach and model responsible and upstanding
online behaviour.
See Family Agreement Template and Family Pledge.
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2. Review your privacy settings
and parental controls
You can explore more about parental controls at
the eSafety website

Remember that no parental control tool is 100%
effective. Helping your child build good online
safety habits is just as important.

Watch this short video on parental control tools.
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3. Talk to your child about sharing personal information online.
Start by describing what personal information is. Emphasise that it includes anything that
can identify them, such as their mobile number, email address, photos, the name of their
school, and any sporting clubs they belong to. Remind them that photos can contain
information that could be used to identify them, such as a photo taken right outside your
house or a photo of them in their school uniform.
Let your child know that if they share personal information online, it could mean that
others, including strangers could use it in ways they may not have thought about.
Someone could even post bullying messages or inappropriate
photos on social media while pretending to be them.
Help your child understand that when online games, competitions,
prizes and rewards require users to register and provide personal
information like email address, interests, age and gender, this
information is often used by marketers to promote products and
services.
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4. Find out what apps and games your child uses
Talk to your child about their interests and what they
like about the games and apps they use. You can find
up to date information about these at the eSafety
website.

Questions to think about:
• Are the games/app appropriate?
• What are the strengths of the game or app?
• What are the concerns?
• What can you do to mitigate any risks around content,
private messaging and chat functions?
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5. Talk about suspicious online behaviour and what it looks like
Start the conversation with your child about
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•

Unwanted Contact

•

Cyber Bullying

6. Help your child identify a support network
If your child has been involved in an online incident (as a target, instigator or bystander), it is
important that you know that they have adults who they can talk to. It is important that no
matter what, they know they can seek help and support.
Use this opportunity to remind your child that nothing is so bad that they can’t reach out and
seek help.
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7. Keep a balance
Children and young people thrive when they have a balance of different activities and
experiences. A healthy lifestyle balances three things: what kids do, how much time they
spend doing it, and whether their content choices are age-appropriate. Mixing media and
technology time with other activities will help families find that happy medium. Time spent
online must be balanced with time spent being physically active, connecting to nature,
bonding with family members and interacting with their peers.
For screen time other than online learning, The Australian Department of Health
guidelines recommend that:
• Children under 2 years of age have no screen time
• Children between 2–5-years old should have a limit of one hour
per day
• Children aged 5–17-years old should have a limit of 2 hours of
recreational screen time per day
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What your child does on screens matters too. Young
children should watch good quality programming
and parents are encouraged to check the
appropriateness of older children’s viewing and
online gaming.
For more tips on keeping a balanced approach, and
what to look out for when children are spending too
much time on screen, visit the eSafety website.
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8. Promote values in your children
Learning how social media works, and engaging with
it in a positive way, is a great way to show your child
what is and isn't okay to do online.
Social media is not a separate space where we can
do or say things we wouldn’t do in our face to face
interactions. If we log-on and start abusing 'Sharon'
the local news reader for wearing an ugly dress on
the morning news, we are showing our child that it's
okay to abuse people in the real world.
Therefore, parents’ online behaviour should reflect
the type of online behaviour they want their child to
model.
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Here are examples of positive online behaviour that you can model for your
child:
•

Keep your own privacy settings up-to-date and show your children how to stay on top
of theirs.

•

Demonstrate respectful conversations online. Show your child that some people may
have different opinions to you. Treat people with the same respect you would give
them face-to-face and report troll-like or bullying behaviour instead of engaging with it.

•

Think before you post. Ask yourself if your comment is
constructive before you post and talk to your children about
how we should all T.H.I.N.K before you type. Is it:
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▪

True

▪

Helpful

▪

Inspiring

▪

Necessary

▪

Kind

Links
The Australian Government's eSafety Commissioner website has information about online
safety issues including online bullying, as well as resources to discuss with your children,
including:
•

iParent – Online basics

•

iParent – Cyberbullying

•

iParent – Inappropriate content

•

iParent – Unwanted contact

•

iParent – Balancing time online

ThinkUKnow: ThinkUKnow is a partnership between the Australian Federal Police,
Commonwealth Bank, Datacom and Microsoft, and delivered in partnership with all State
and Territory police and Neighbourhood Watch Australasia.
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Diocese of Lismore
The Diocese of Lismore stretches along
the coastal strip of New South Wales from
Tweed Heads in the north to Laurieton in
the south and west to the foothills of the
Great Dividing Range. The Catholic
Schools Office provides a range of services
to support approximately 2,500 staff in 46
vibrant and dynamic school communities
that serve more than 17,500 students.
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